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1. INTRODUCTION 
 
1.1 The Regulation of Investigatory Powers Act 2000 (the 2000 ActRIPA) regulates covert 

investigations by a number of bodies, including local authorities.  It was introduced to 
ensure that individuals’ rights are protected while also ensuring that law enforcement 
and security agencies have the powers they need to do job their effectively.   

 
1.2 South Lakeland District Council (“the Council”) is therefore included within the the 2000 

ActRIPA framework with regard to the authorisation of both Directed Surveillance and of 
the use of Covert Human Intelligence Sources. 

 
1.3 The purpose of this guidance is to explain the scope of the 2000 ActRIPA and the 

circumstances where it applies and provide guidance on the authorisation procedures to 
be followed. This guidance also includes details relating to the Investigatory Powers Act 
2016, which came into force on 30th December 2016.  

 
1.4 The Council has had regard to the Codes of Practice produced by the Home Office in 

preparing this guidance and Legal Servicesthe Solicitor to the Council hasve copies to 
which staff can refer. The relevant codes of practice and associated guidance that relate 
to authorised Council activity are: 
(a) Home Office Code of Practice – Covert Surveillance; 
(b) Home Office Code of Practice – Covert Human Intelligence Sources 
(c) Guidance from the Office of Surveillance Commissioners 
(d)  Protection of Freedoms Act 2012-changes to provisions under the    Regulation 

of Investigatory Power Act 2000 Home Office Guidance for Magistrates’ Courts in 
England and Wales for a local authority application seeking an order approving 
the grant or renewal of a RIPA authorisation or notice 

(e) Guidance on Investigatory Powers Act 2016 
 
1.5 In summary the 2000 ActRIPA requires that when the Council undertakes directed 

surveillance or uses “covert human intelligence source” these activities must only be 
authorised by an officer with delegated powers when the relevant criteria are satisfied. 
The 2000 ActRIPA states that if authorisation confers entitlement to engage in a certain 
conduct and the conduct is in accordance with the authorisation, then it should be “lawful 
for all purposes”. The Council has nominated officers (“Authorising Officers”) who can 
grant authorisations. The Authorising Officers y are  as follows: 

 
The Chief Executive, the Director (People and Places), the Assistant Director 
(Resources) and the Assistant Director Neighbourhood Services. 
The Chief Executive, the Director People and Places, and all Assistant Directors. 
 

1.6 Chapter 2 of Part 2 of the Protection of Freedoms Act 2012 (“the 2012 Act”) amends the 
2000 ActRIPA so as to require the Council to obtain judicial approval for the use of 
covert investigatory techniques available to them under the 2000 ActRIPA. Prior to the 
2012 Act authorisations for the use of these techniques were granted internally by an 
Authorised Officer and were not subject to any independent approval mechanism. 

 
1.7 Part 2 of the 2012 Act specifies the grounds for which authorisations can be granted for 

carrying out both Directed Surveillance and of the use of Covert Human Intelligence 
Sources. Furthermore the 2012 Act provides that use of the 2000 ActRIPA to authorise 
directed surveillance will have to be confined to cases where the offence under 
investigation carries a maximum custodial sentence of 6 months or more, save in cases 



in relation to the sale of alcohol and tobacco to minors where the new threshold would 
not apply y. and offences under sections 146, 147 or 147A of the Licensing Act 2003 

1.8 The Council will have to apply to the magistrates’ Magistrates’ Ccourt for an Oorder 
under approving the use of the authorisation.  

1.9 Subject to the need for approval from the Magistrates Court as referred to above, 
authorisation under the 2000 ActRIPA gives lawful authority to carry out surveillance and 
the use of a source.  Obtaining authorisation helps to protect the council and its officers 
from complaints of interference with the rights protected by Article 8(1) of the European 
Convention of Human Rights, which is now enshrined in English law throughby the 
Human Rights Act 1998.  This is because the interference with the private life of citizens 
will be “in accordance with the law”, provided activities undertaken are also “reasonable 
and proportionate.”  

 they will not be in contravention of Human Rights legislation. 
 
1.10 There are two types of surveillance:  
 

Directed Surveillance – This is surveillance undertaken for the purpose of a specific 
operation and in a manner which is likely to result in the obtaining of private information 
about a person (whether or not that person is the target of the investigation or 
operation); and is carried out in a planned manner and not by way of an immediate 
response; and 
 
Intrusive Surveillance – This is surveillance that takes place on residential premises or 
any private vehicle and involves the presence of an individual on the premises or in the 
car, or by the use of a surveillance device that although not in the car/premises, provides 
data as though it was.  
 

1.11 In no circumstances doesUnder the 2000 ActRIPA authorise the carrying out of any form 
of intrusive surveillance by local authorities. It should be noted that Under RIPA the 
Council cannot authorise any form of  “Intrusive Surveillance”. 

 
1.12 Deciding when an authorisation is required involves making a judgment.  For example, 

environmental health officers might covertly observe and then visit a shop as part of their 
enforcement functions.  Such observations may involve the use of equipment to merely 
reinforce normal sensory perception, such as binoculars, or the use of cameras.  Where 
this does not involve systematic surveillance of an individual, it forms a part of the 
everyday functions of law enforcement authorities or other public bodies.  This low-level 
activity will not usually be regulated under the provisions of the 2000 ActRIPA.  

 
1.13 Conversely where systematic covert surveillance is undertaken then an authorisation will 

be required.  Neither the provisions of the 2000 ActRIPA or of the Codes of Practice 
cover the use of overt CCTV surveillance systems.  Members of the public are aware 
that such systems are in use around the town centre andCouncil car parks and in the 
public parts of Council buildings in order to prevent crime. However use of CCTV 
cameras to target a person, his/her property or a building would require an Authorisation 
and this is dealt with in Section 5 of thise document. If you are in doubt, seek the advice 
of an Authorising Officer, if they are in doubt they will seek advice from the Legal 
Services SectionSolicitor to the Council. 

 
1.14 There may be a necessity on occasions for the Council to undertake surveillance which 

does not meet the criteria for the use of RIPA. For example  
• certain types of criminal behaviour which the 2012 Act states cannot be 

the subject of a RIPA authorisation; and 
•  certain serious disciplinary or audit investigations which may merit 

surveillance. 



 
1.15 The Council must still meet its obligation under the Human Rights Act 1998. Any 

surveillance which is carried out outside of RIPA must still be necessary and 
proportionate taking into account the issue of intrusion into a person’s privacy. The 
decision making process and the management of such surveillance must be well 
documented. 

 
1.16 There is a requirement for the Council’s Senior Responsible Officer to regularly monitor 

surveillance outside of RIPA. Therefore before any such surveillance takes place, advice 
must be sought from the Solicitor to the Council. 

 
2. DIRECTED SURVEILLANCE 
 
2.1 Surveillance is ‘Directed’ for the purposes of the 2000 ActRIPA if it is covert, but not 

intrusive and is undertaken: 
 

(a) for the purposes of a specific investigation or a specific operation; 
 

(b) in such a manner as is likely to result in the obtaining of private information about 
a person (whether or not one is specifically identified for the purposes of the 
investigation or operation); and 

 
(c) otherwise than by way of an immediate response to events or circumstances the 

nature of which is such that it would not be reasonably practicable for an 
authorisation to be sought for the carrying out of the surveillance. 

 
2.2 Before any officer of the Council undertakes any surveillance of any individual or 

individuals they need to assess whether the activity comes within the 2000 ActRIPA.  In 
order to do this the following key questions need to be asked: 

 
(a) Is the surveillance covert? Covert surveillance is that carried out in a manner 

calculated to ensure that subjects of it are unaware it is or may be taking place. If 
activities are open and not hidden from the subjects of an investigation, the the 
2000 ActRIPA framework does not apply; 
 

(b) Is it for the purposes of a specific investigation or a specific operation e.g. are 
town centre and car park CCTV cameras which are readily visible to anyone 
walking around the area covered? The answer is not if their usage is to monitor 
the general activities of what is happening in the vicinity.  If that usage, 
Hhowever, if that usage, changes, the 2000 ActRIPA may apply. If the CCTV 
cameras are targeting a particular known individual, and are being used in 
monitoring his/her activities,  that has turned into a specific operation which will 
require authorisation. 

 
(c) Is it in such a manner that is likely to result in the obtaining of private information 

about a person e.g. if part of an investigation is to observe a person’s home to 
determine their comings and goings then that would be covered. If it is likely that 
observations will not result in the obtaining of private information about a person, 
then it is outside the 2000 ActRIPA framework.  However, the use of ‘test 
purchasers’ may involve the use of Ccovert Hhuman Iintelligence Ssources. If in 
doubt, it is safer to get authorisation; 

 
(d) Is it by way of an immediate response to events or circumstances? The Home 

Office gives the example of anything happening as an immediate response to 
something occurring during the course of an observer’s work which is 
unforeseeable.  If so it is likely that an authorisation is not required. However, if 



as a result of an immediate response, a specific investigation subsequently takes 
place, that brings it within the 2000 ActRIPA framework. 

 
3. COVERT USE OF HUMAN INTELLIGENCE SOURCE  
 
3.1 A person is a Covert Human Intelligence Source (“a CHIS”) if he/she establishes or 

maintains a personal or other relationship with a person for the covert purpose of using 
such a relationship either to obtain information or provide access to information about 
another person. A relationship is covert, if it is conducted in a manner that is calculated 
to ensure that one of the parties to the relationship is unaware of that purpose.  

 
3.2 The above clearly covers the use of professional witnesses to obtain information and 

evidence. It can also cover “entrapment” cases. 
 
3.3 Special safeguards apply to the granting of authorisations where the CHIS would be a 

juvenile (under 18 years of age). Authorisations cannot be granted unless the provisions 
within The Regulation of Investigatory Powers (Juveniles) Order 2000 are satisfied. Only 
the Chief Executive (or in his absence, the Corporate Director- People and Places) can 
authorise the use of a juvenile CHIS.  If any Council officer intends to use  juvenile 
CHISjuvenile CHIS, advice and guidance should be sought from Legal Servicesthe 
Solicitor to the Council before any steps are taken.  

 
4. AUTHORISATIONS, RENEWALS, DURATION AND CANCELLATION 

 
4.1 For directed surveillance nNo officer shall grant an authorisation for the carrying out of 

Ddirected Ssurveillance unless he/she believes that an authorisation is necessary and 
proportionate to what is sought to be achieved by carrying it out. 

4.2 The 2012 Act provides that an authorisation is necessary only if it is for the purpose of 
preventing or detecting crime. The onus is therefore on the person authorising such 
surveillance to satisfy themselves it fulfils this criteria. 

4.3 In order to ensure that Aauthorising Oofficers have sufficient information in order to 
make an informed decision and so that a sound case is presented when seeking the 
approval of the Magistrates Court, it is important that detailed records are maintained.  
As such the standard forms in the Appendix 2 are to be completed where relevant. It is 
also sensible to make any authorisation sufficiently wide enough to cover all the means 
required as well as being able to prove effective monitoring of what is done against 
that is authorised. 

4.4 For urgent grants or renewal, oral authorisations are acceptable.  In all other cAases, 
aAuthorisations must be in writing using the appropriate standard form RIPA 1 (Directed 
Surveillance) or RIPA 5 (CHIS).  Appendix 2 to this guidance contains copies of all the 
standard forms which are to be used by all Council Directorates.  

4.5 Although it is possible to combine two authorisations in one, the Council’s practice is for 
separate forms to be completed to maintain the distinction between Directed Surveillance 
and the use of a CHIS. 

4.6 Authorisations lapse, if not renewed:-  
(a) within 72 hours if either granted or renewed orally, (or by a person whose 

authorisation was confirmed to urgent cases) beginning with the time of the last grant 
or renewal; or 

(b) 12 months,  if in writing/non-urgent , from date of last renewal if it is for the conduct 
of use of a covert human intelligence source; or 

(a) in the case of Directed Surveillance 3 months from the date of their Magistrates’ 
Court approval of either an authorisationgrant or the latest renewal. 



(b)in the case of a CHIS 12 months, from date of approval of an authorisation or the latest 
renewal by the Magistrates’ Court. 

 
4.7 AFurthermore, as is the case with an Authorisation, renewal needs the approval of the 

Magistrates Court. 
 
4.8 Forms RIPA 2 (Directed Surveillance) and RIPA 7 (CHIS) must be used for all renewals.  The 

following should also be noted:- 
 

(a) All authorisations must be reviewed every 4 weeks and Forms RIPA 3 (Directed 
Surveillance) or Form RIPA 7 (CHIS) completed; 

 
(b) When an authorisation is cancelled a Form RIPA 4 (Directed Surveillance) or RIPA 8 

(CHIS) must be completed. 
 
4.9 Subject to approval by the Magistrates Court, an authorisation can be renewed using the 

Renewal Form RIPA 2 (directed Directed Ssurveillance) or RIPA 6 (CHIS) at any time before it 
ceases to have effect by any person entitled to grant a new authorisation in the same terms. In 
the case of a  CHIS, a person should not renew (using form RIPA 6) unless a review has been 
carried out (using  fForm RIPA 7) and that person has considered the results of the review 
when deciding to renew or not.  A review must cover what use has been made of the CHIS, 
the tasks given to them and information obtained. 

 
4.10 Authorising Officers are responsible for ensuring that authorisations undergo timely reviews for 

which a RIPA 3 (Directed Surveillance) or RIPA 7 (CHIS) form must be completed. Also that 
they are cancelled promptly if the Directed Surveillance activity (using Fform RIPA 4) or use of 
a CHIS (using form RIPA 8) is no longer necessary. 

 
4.11 Cancellation of the authorisation and completion of Form RIPA 4 (Directed Surveillance) or 

RIPA 8 (CHIS) must be carried out in all cases as soon as the actual surveillance activity for 
which authorisation was specifically granted ceases. Authorisations must not be allowed to 
continue in force until they reach the stated expiry date without cancellation if the surveillance 
activity or use of a source is no longer in operation. However should this occur formal 
cancellation must be carried out and evidenced by the completion of Form RIPA 4 (Directed 
Surveillance) or RIPA 8 (CHIS) as soon as this is detected even though this will result in a 
cancellation date after the expiry date. 

 
4.12 Cancellation should wherever possible be carried out by the same person that granted the 

original request or renewal.  If that person is no longer available to do this then it should be 
completed by the person appointed to replace them or by one of the other Aauthorisinged 
Oofficers. 

 
4.13 A copy of the Form RIPA 4 (Directed Surveillance) or RIPA 8 (CHIS) completed to evidence 

the cancellation must be sent to the Legal Services SectionSolicitor to the Council to be 
recorded on the central register and the original held securely within the originating unit. 

 
4.14 Any person giving an authorisation should give particular consideration to collateral intrusion 

i.e. interference with the privacy of persons other than the subject(s) of surveillance.  Such 
collateral intrusion or interference would be a matter of greater concern in cases where there 
are special sensitivities, for example in cases of premises used by lawyers or for any form of 
medical or professional counselling or therapy. 

 
4.15 An application for an authorisation should include an assessment of the risk of any collateral 

intrusion or interference.  This will be taken into account by the Aauthorising Oofficer, 
particularly when considering the proportionality of the surveillance. 

 



 
4.16 Those carrying out the covert Covert Ssurveillance should inform the Aauthorising Oofficer if 

the operation/investigation unexpectedly interferes with the privacy of individuals who are not 
the original subjects of the investigation or covered by the authorisation in some other way.  In 
some cases the original authorisation may not be sufficient and consideration should be given 
to whether a separate authorisation is required. 

 
4.17 Any person giving an authorisation will also need to be aware of particular sensitivities in the 

local community where the surveillance is taking place or of similar activities being undertaken 
by other public authorities which could impact on the development of the surveillance. 

 
4.18 No operations will be undertaken in circumstances where investigators believe that 

surveillance will lead to them to intrude on spiritual counselling between a Minister and a 
member of his/her faith.  In this respect, spiritual counselling is defined as conversations with a 
Minister of Religion acting in his/her official capacity where the person being counselled is 
seeking or the Minister is imparting forgiveness, or absolution of conscience. 

 
4.19 RIPA refers to ‘confidential material’ namely: 

(a) matters subject to legal privilege; 
(b) confidential personal information; or 
(c) confidential journalistic material. 
 

4.20 RIPA does not provide any special protection for ‘confidential material’.  Nevertheless, such 
material is particularly sensitive, and is subject to additional safeguards under this code.  In 
cases where the likely consequence of the conduct of a source would be for any person to 
acquire knowledge of confidential material, the deployment of the source should be subject to 
special authorisation. In such circumstances only the Chief Executive or in his absence the 
Director–People and Places can grant an authorisation. 

 
4.21 In general, any application for an authorisation which is likely to result in the acquisition of 

confidential material should include an assessment of how likely it is that confidential material 
will be acquired.  Special care should be taken where the target of the investigation is likely to 
be involved in handling confidential material.  Such applications should only be considered in 
exceptional and compelling circumstances with full regard to the proportionality issues this 
raises. 

 
4.22 The following general principles apply to the acquisition of confidential material: 
 

(a) Confidential material should not be retained or copied unless it is necessary for a 
specified purpose; 

 
(b) Confidential material should be disseminated only where an appropriate officer is 

satisfied that it is necessary for a specific purpose; 
 
(c) The retention or dissemination of such information should be accompanied by a clear 

warning of its confidential nature; and appropriate safeguards as to its security must 
be implemented; 

 
(d) Confidential material should be destroyed as soon as it is no longer necessary to 

retain it for a specified purpose. 
 

4.23 In cases of joint working, for example, with other agencies on the same operation only one 
authorisation is required. Duplication of authorisations does not affect the lawfulness of the 
activities to be conducted, but may create an unnecessary administrative burden on the 
agencies. 

 



 
4.24 Applications for Directed Surveillance or the use of a source are to be retained by the 

Authorised Officer, for a period of 5 years.  Where it is believed that the records could be 
relevant to pending or future criminal proceedings, they should be retained for a suitable 
further period commensurate to any subsequent review. 

 
4.25 Authorising Officers must ensure compliance with the appropriate data protection 

requirements and the relevant codes of practice in the handling and storage of material.  
Where material is obtained by surveillance, which is wholly unrelated to a criminal or other 
investigation not to any person who is the subject of the investigation, and there is no reason 
to believe it will be relevant to future civil or criminal proceedings, it should be destroyed 
immediately. Consideration of whether or not unrelated material should be destroyed is the 
responsibility of the Authorising Officer. 

 
4.26 There is nothing in the 2000 ActRIPA that prevents material obtained through the proper use 

of the authorisation procedures from being used in other investigations.  However, the use 
outside the authority that authorised surveillance, of any material obtained by means of 
Ccovert surveillance Surveillance and, other than in pursuance of the grounds on which it was 
obtained, should be authorised only in the most exceptional circumstances. 

 
4.27 The Council will not use an external or professional source for the purpose of obtaining 

information.  It is not the Council’s general practice to seek, cultivate or develop a relationship 
with a potential external or professional source.  It is possible, though highly unlikely, that the 
role of a Council employee may be that of a source, for example in ‘entrapment cases’  

 
4.28 The Authorising Officer must consider the safety and welfare of an employee acting as a 

source, and the foreseeable consequences to others of the tasks they are asked to carry out. 
A risk assessment should be carried out before authorisation is given.  Consideration from the 
start for the safety and welfare of the employee, even after cancellation of the authorisation, 
should also be considered. 

 
4.29 The Council’s practice is not to use an employee acting as a source to infiltrate existing 

criminal activity, or to be a party to the commission of criminal offences, even where this is 
within the limits recognised by law. 

 
4.30 4.30 Further details about the Council’s Procedures for seeking authorisations are set out 

in Appendix 1. 
  

5. The Investigatory Powers Act 2016, 
  

5.1 The Investigatory Powers Act 2016 came into force on 30th December 2016 sets out, 
amongst other things, how communications data can be obtained. Section 61 specifically 
excludes local authorities from being able to obtain internet connection records (ICRs). 
However, sections 73-79 define local authorities as a relevant public authority for the 
purposes of Part 3 of the Act and set out the circumstances in which a local authority 
authorisation for obtaining communications data (other than ICRs) can be granted. In order 
to obtain communications data, proposed conduct must be proportionate to what is sought to 
be achieved and judicial approval from a justice of the peace obtained and the following tests 
must be satisfied:- 

• It must be for the purpose of preventing or detecting crime or of preventing disorder. 
 

• The local authority must be part of a collaboration agreement that has been published and 
has been certified by the Secretary of State 

 



 
• The authorisation must be granted by a designated senior officer, which means a director, 
head of service, service manager, or equivalent or a higher person. 

 
• It must be granted to an officer of a local authority that is either a ‘supplying’ or ‘subscribing’ 
authority under the collaboration agreement. (The Council have not entered into a collaboration 
agreement. Should the need arise in the future, arrangements could be made to enter into such 
an agreement) 

 
• A person who is acting as the single point of contact must be consulted, unless the 
circumstances are exceptional, i.e. an imminent threat to life. 

5. 6 CCTV  
 
6.1 The Council has no responsibility for any town centre CCTV systems. It does have CCTV at 
Town View Fields Hostel, car parks and public areas within its offices. Given the limited scope of its 
CCTV coverage, the use of CCTV in Directed Surveillance is unlikely. Use of the Council owned or 
operated CCTV cameras to target a person, his/her property or a building would be Ddirected 
Ssurveillance. Before an officer of the Council undertakes such activity, an Authorisation is required 
in accordance with the procedures set out in this document.  

 
6.2 Similarly, given the limited scope of the Council’s CCTV coverage, proposals for the use of 
the Council’s CCTV by external organisations for Directed Surveillance are also unlikely to be 
forthcoming.  

 
5.1 The only exception that applies is where an emergency situation applies and there are good 
reasons why an urgent application could not be made. The reasons for the operation and its 
emergency nature should be noted by the CCTV operator and a RIPA application made as soon as 
possible.  

 
65.3 When there is is a proposal for the use of the Council owned or operated CCTV cameras by 
an external organisation to target a person, , his/her property or a building it is for that organisation 
to obtain their own RIPA authorisation.  A copy of this Authorisation must be passed to the 
appropriate responsible Council officer before such activity can be carried out. If in the judgement of 
the CCTV operator the request isrequest is urgent, subject to paragraph 5.4 below,  the appropriate 
responsible Council officer y can authorise the use of the Council’s CCTV cameras but only upon 
receiving a written assurance from an officer of the the external organisations that authorisation will 
be obtained. Details of the request should be then be recorded by the appropriate responsible 
Council officer operator and a copy of the authorisation sought as soon as is reasonably practicable.  

 
5.4 6.4 Please note that the 2012 Act removes from Local Authorities the ability to obtain 
urgent authorisations. The CCTV operator therefore must not allow purported use of an “urgent 
authorisation” to enable access to Council owned or operated CCTV by any other Local Authority. 
 
7 SOCIAL AND BUSINESS NETWORKING SITES AND INTERNET SITES 
 
76.1 Although social and business networking sites and internet sites are easily accessible if they 
are going to be used during the course of an investigation, consideration must be given to whether 
authorisation under RIPA should be obtained. 
 
7.1.1 Care must be taken to understand how the social or business networking suite or internet 
site works. Officers must not be tempted to assume that one service provider is the same as another 
or that the services provided by a single provider are the same. 

 



 
7.1.2 It is the responsibility for an individual to set privacy settings to protect against unsolicited 
access to their private information on a social or business networking site.  Unprotected data may be 
deemed published and no longer under the control of the author.  The author has a reasonable 
expectation of privacy if access controls are applied. Where privacy settings are available but not 
applied the data may be considered open source and authorisations are not usually required. 

  
7.2 Relevant members of staff who make use of social media and internet sites for investigative 
purposes must appreciate that what they may begin as an entirely legitimate use by them of social 
media and internet sites can sometimes develop into surveillance which falls within the protective 
ambit of the legislation. The use of such media to build a profile of a person or regular use to monitor 
a person’s activiites might be an infringement of their privacy and may meet the criteria for 
authorisation under RIPA if the ground for necessity is met, ie prevention or detection of crime. 
Advice and guidance can be obtained from the Solicitor to the Council before embarking on use of 
such sites for investigative purposes. 

  
7.3 Any use of social media sites for investigative purposes must be accessed by a Council 
enforcement account and staff should never use their own personal accounts for this purpose. 

 
7.4 If it necessary and proportionate for the Council to covertly breach access controls, an 
authorisation for Directed Surveillance will be required. An authorisation for the use and conduct of a 
CHIS is necessary if a relationship is established or maintained by the officer. This could be in 
circumstances where the activity is more than a mere reading for the site’s content. This could occur 
if an officer covertly askes to become a “friend” or be “connected” on someone’s social or business 
networking site. 

 
7.5 A CHIS authorisation may be required when using an internal trading organisation in 
circumstances when a covert relationship is likely to be formed.  However the use of disguised 
purchaser details in a single overt electronic purchase is not likely to require a CHIS authorisation 
because no relationship is usually established at this stage. 

 
8 NON RIPA SURVEILLANCE 
 
8.1 RIPA does not grant powers to carry out surveillance. It simply provides a framework that 
allows the Council to authorise and supervise surveillance in a manner that ensures compliance with 
the Human Rights Act 1998. Equally RIPA does not prevent surveillance from being carried out or 
require that surveillance may only be carried out under RIPA. 
 
8.2 There may be times when it will be necessary to carry out covert Directed SSurveillance or 
use a CHIS other than by using RIPA. For example there may be a serious internal investigation that 
may lead to criminal proceedings.  In such circumstances RIPA procedures may be appropriate.  
However in relation to an investigation that for example a member of staff or a contractor is not 
carrying out their work as contracted, then a RIPA authorisation is not usually available as in such 
circumstances criminal proceedings are not normally contemplated. 

 
8.3 Similarly there may be serious cases of neighbour nuisance or involving anti-social activity 
which involve potential criminal offences for which the penalty is below the thresholds which would 
enable use of a RIPA authorisation. Nonetheless there may be strong grounds for carrying out 
Directed Surveillance or use of a CHIS. Indeed there may be circumstances in which Directed 
surveillance or use of CHIS is the only effective means of efficiently obtaining significant information 
to take an investigation forward. 

 
8.4 In the circumstances outlined above a RIPA application may be completed in accordance 
with this Policy and the application must be clearly endorsed in red “NON_RIPA SURVEILLANCE” 
along the top of the first page. The application must be submitted in the normal fashion to the 

 



Authorising Officer who must considered it under the necessity and proportionality test in the same 
way  they would a RIPA application.  The normal procedure of timescales, review and cancellations 
must also be followed. 

 
8.5 The authorisation, regular review, the outcome of any review, renewal applications and 
eventual cancellation must be notified to the Solicitor to the Council in the normal way and using the 
same timescales as would be applicable to a RIPA investigation. However for non RIPA surveillance 
the requirement to seek approval from the Magistrates Court is inapplicable. The Authorisation for 
non RIPA surveillance takes effect from the date that it is authorised by the Authorising Officer. 
 

7. 89.CENTRAL REGISTER OF AUTHORISATIONS 
 

 
986.1 The 2000 ActRIPA requires a central register of all authorisations to be maintained.  The 

Solicitor to the Council maintains this register. 
 

98.2  
6.2 Whenever an authorisation is granted the Authorising Officer must arrange for a copy of the 

authorisation to be forwarded to the Legal Services SectionSolicitor to the Council.  In addition 
copies of any other forms completed, as listed in Appendix 2, must also be so forwarded. 
Copies of the orders of the Magistrates Court approving or refusing the grant or renewal of an 
authorisation will also be placed on the Central Register of Authorisations. 

 
98.3  

6.3 It is the responsibility of each Directorate to arrange for the secure retention of all 
authorisations that are generated by them.  Authorisations should only be held for as long as  
it they are is necessary.  Once the investigation is closed (bearing in mind cases may be 
lodged some time after the initial work) the records held by the Directorate should be 
destroyisposed. of in an appropriate manner (e.g. shredded). 

 
1097. CODES OF PRACTICE 

 
1097.1 There are Home Office Codes of Practice referred to in paragraph 1.4 above, that expand on 

this guidance. The codes do not have the force of statute, but are admissible in evidence in 
any criminal and civil proceedings.  

 
1108. BENEFITS OF OBTAINING AUTHORISATION UNDER THE 2000 ACTRIPA 

 
1018.1 The Home Office Codes of Practice say councils should appoint a Senior Responsible Officer. 

This person is responsible for the integrity of the surveillance process, ensuring the Council 
complies with RIPA and relevant legislation, and also engaging with the Inspectors when they 
conduct their inspections.  The Council’s Senior Responsible Officer is the Director of Policy and 
Resources (Monitoring Officer) 

 
1108.2 The Codes of Practice also say elected members should review the Council’s use of the 2000 

ActRIPA and review set the policy once a year. In addition to this, internal quarterly reports on 
the use of the 2000 ActRIPA should be considered provided, including any ‘nil returns’ to ensure 
that the consistency and compliance with  Policywith Policy. These quarterly reports are 
submitted to the Cabinet Member for  Environment and People.Central Services. Details of any 
non RIPA surveillance will also be reported annually and quarterly in the same way. 

 
110.3 Consideration should also be given to appropriate liaison with the Local Magistrates Court with a 

view to reviewing consistency of approach and any training needs of the court clerks and 
magistrates. 

 

 



1219. SCRUTINY AND TRIBUNAL 
 

1219.1 To effectively “police” RIPA Commissioners, Commissioners have been appointed to regulate 
conduct carried out under the 2000 ActRIPA.  The Chief Surveillance Commissioner will keep 
under review, among others, the exercise and performance by the persons on whom are 
conferred or imposed, the powers and duties under the Act.  This includes authorising 
Ddirected Ssurveillance and the use of covert human intelligence sourcesCHIS. 

  
1219.2 A tribunal has been established to consider and determine complaints made under the 2000 

ActRIPA. Complaints can be made by persons aggrieved by surveillance.  The forum hears 
application on a judicial review basis.  Claims should be brought within one year unless it is 
just and equitable to extend that. 

 
1219.3 The tribunal can order, among other things, the quashing or cancellation of any warrant or 

authorisation and can order destruction of any records or information obtained by using a 
warrant or authorisation, and records of information held by any public authority in relation to 
any person. 

 
APPENDIX 1-PROCEDURE FOR APPLYING FOR AUTHORISATIONS 
 
Applications 
1. Except in urgent circumstances, aApplications for authorisation to carry out directed 

surveillance must be made in writing and should describe any conduct to be authorised and 
the purpose of the investigation or operation.  The application should also include:- 

 
• The reasons why the authorisation is necessary in the particular case and on the relevant 

ground-this is for the purpose of preventing or detecting crime or of preventing disorder; 
•  
• The reasons why the surveillance is considered proportionate to what it seeks to achieve; 
•  
• The nature of the surveillance; 
•  
• The identities where known, of those to be the subject of the surveillance;  
•  
• An explanation of the information which it is desired to obtain as a result of the 

surveillance; 
•  
• The details of any potential collateral intrusion and why the intrusion is justified; 
•  
• The details of any confidential information that is likely to be obtained as a consequence 

of the surveillance; 
•  
• The level of authority required (or recommended where that is different) for the 

surveillance; and 
•  
• A subsequent record of whether authority was given or refused, by whom and the time 

and date 
•  

Urgent Cases 
2. In urgent cases the authorisation should record (as may be):- 
 

• The reasons why the authorising officer or the officer entitled to act in urgent cases 
considered the case so urgent that an oral instead of a written authorisation was given; 
and/or 

 



 
• The reasons why it was not reasonably practicable for the application to be considered by 

the authorising officer.  
 
3. Where the authorisation is oral, the detail referred to above should be recorded in writing by 

the applicant as soon as reasonably practicable. 
•  

Renewals 
 
24. Applications for renewal should record the above information together with details of:- 
 

• Whether this is the first renewal or every occasion on which the authorisation has been 
renewed previously; 

•  
• Any significant changes to the information previously provided; 
•  
• The reason why it is necessary to continue with the directed surveillance; 
•  
• The content and value to the investigation or operation of the information so far obtained 

by the surveillance; 
•  
• The result of regular reviews of the investigation or operation. 

 
Covert Human Intelligence Source Records 
 
35. The following information is included in records relating to each covert human intelligence 

source:- 
(a) the identify of the source; 
(b) the identify, where known, used by the source; 
(c ) any relevant investigating authority other than the authority maintaining the records; 
(d) the means by which the source is referred to within each relevant investigating 

authority; 
(e) any other significant information connected with the security and welfare of the 

source; 
(f) any confirmation made by a person granting or renewing an authorisation for the 

conduct or use of a source that the information in paragraph (d) has been considered 
and that any identified risks to the security and welfare of the source have where 
appropriate been properly explained to and understood by the source; 

(g) the date when, and the circumstances, in which the source was recruited; 
(h) the identities of all persons who, in relation to the source, are discharging or have 

discharged the functions mentioned in section 29(5)(a) to (c) or in any order made by 
the Secretary of Sate; 

(i) the periods during which those persons have discharged those responsibilities; 
(j) the tasks given to the source and the demands made of him in relation to his activities 

as a source; 
(k) all contacts or communication between the source and a person acting on behalf of 

any relevant investigating authority; 
(l) the information obtained by each relevant investigatory authority by the conduct or 

use of the source; 
(m) any dissemination by that authority of information obtained in that way; and 
(n) in the case of a source who is not an undercover operative, every payment, benefit or 

reward and every offer of a payment, benefit or reward that is made or provided by or 
on behalf of any relevant investigating authority in respect of the source’s activities for 
the benefit of that or any other relevant investigating authority. 

 



 
Covert Human Intelligence Source Applications 
 
46. Applications for authorisation for the use or conduct of a source should be in writing and 

record the information laid down within the relevant code of practice. Applications for renewal 
of covert human intelligence sources should record:- 

 
• whether this is the first renewal or every occasion on which the authorisation has been 

renewed previously; 
• any significant changes to the information previously provided; 
•  
• the reasons why it is necessary to continue the use of the source; 
•  
• the use made of the source in the period since the grant, or, as the case may be, latest 

renewal of the authorisation; 
•  
• the tasks give to the source during that period and the information obtained from the 

conduct or use of the source; 
•  
• the result of regular reviews of the use of the source 

 
Duration and Cancellation of Authorisations 
 
57. For Direct surveillance the written authorisation will cease to have effect (unless renewed) at 

the end of a period of three months beginning with the day on which it took effect, being the 
date on which it was approved by the Magistrates Court. 

 
. Urgent Oral authorisations will, unless renewed cease to have effect after 72 hours beginning with 
the time when the grant or renewal was approved by the Magistrates Court.. 
 
68. In a case in which the authorisation is for the conduct of a covert human intelligence source, 

the authorisation shall cease to have effect after the period of 12 months beginning with the 
day on which the grant takes effect, being the date on which it was approved by the 
Magistrates Court. 

 
79. A person shall not renew an authorisation for a covert human intelligence source unless a 

review has been carried out as to the use made of the source, and tasks given during that 
period, and considered the same. Any such renewal takes effect subject to approval by the 
Magistrates Court. 

 
810. Authorisations should be cancelled if the criteria for the authorisation is no longer met. A 

separate authorisation is required for each investigation. 
 
911. Reviews should be undertaken following any significant occurrence and the results of a 

review should be recorded on the central register of authorisations. 
 
Magistrates Court 
 
102. No authorisation or renewal relating to Directed Surveillance or CHIS can be acted upon 

unless approval is given by the Magistrates Court. An application for such approval will be 
made by a representative of Legal Services accompanied by the Authorising Officer and the 
applicant. 

 



APPENDIX 2 
 
Standard forms to be used in connection  
with applications to authorise surveillance 
under the Regulation of Investigatory 
Powers Act 2000 
 
The standard forms are also published on the Intranet.  
 
 
1  Form RIPA 1 Authorisation Directed Surveillance 
 
2  Form RIPA 2 Renewal of a Directed Surveillance authorisation 
 
3  Form RIPA 3 Review of a Directed Surveillance authorisation 
 
5  Form RIPA 4 Cancellation of a Directed Surveillance authorisation 
 
6  Form RIPA 5 Application for authorisation of the conduct or use of a Covert Human 

Intelligence Source (CHIS) 
 
7  Form RIPA 6 Application for renewal of a Covert Human Intelligence Source  
   (CHIS) Authorisation 
 
8  Form RIPA 7 Review of a Covert Human Intelligence Source (CHIS) Authorisation 
 
9  Form RIPA 8 Cancellation of authorisation for the use or conduct of a Covert Human 

Intelligence Source (CHIS)   
 
 

 


	 It must be for the purpose of preventing or detecting crime or of preventing disorder.
	 The local authority must be part of a collaboration agreement that has been published and has been certified by the Secretary of State
	 The authorisation must be granted by a designated senior officer, which means a director, head of service, service manager, or equivalent or a higher person.
	 It must be granted to an officer of a local authority that is either a ‘supplying’ or ‘subscribing’ authority under the collaboration agreement. (The Council have not entered into a collaboration agreement. Should the need arise in the future, arran...
	 A person who is acting as the single point of contact must be consulted, unless the circumstances are exceptional, i.e. an imminent threat to life.

